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1. Purpose
This Privacy Notice explains how Onyx Student Support Ltd (“Onyx”) collects, uses, stores, and protects personal data about students who receive support services funded through the Disabled Students’ Allowance (DSA) or other higher education institution (HEI) programmes.
Onyx is committed to safeguarding the privacy and confidentiality of all students and processes data in compliance with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

2. Data Controller
Onyx Student Support Ltd
Registered Company No: 14244398
Data Protection Officer (DPO): Jane Pickering
Email: datagovernance@onyxstudents.com Telephone: 01604 713103

3. What Personal Data We Collect
Onyx collects and processes only the personal data necessary to deliver support services effectively, meet funding requirements, and ensure quality assurance.
Categories of Data We May Hold
	Type
	Examples

	Identification
	Name, student ID, date of birth, address, contact details

	Education & Funding
	Course details, funding approval and duration

	Disability & Needs
	Learning needs assessment, reasonable adjustments, relevant disability information

	Support Delivery
	Workplans, attendance records, session notes, timesheets

	Correspondence
	Emails, messages, and coordination with HEIs or assessment centres

	Safeguarding
	Disclosures or incident reports (where applicable)


Some of this information may include special category data, such as disability or health-related information, which is handled under strict confidentiality and legal protections.
4. Why We Collect This Data
Onyx collects and uses student data to:
· Deliver support sessions funded under the DSA or university programme.
· Monitor progress and maintain accurate records of support provided.
· Evidence sessions delivered to funders for payment and audit.
· Ensure safeguarding and wellbeing.
· Communicate with HEIs, assessment centres, or funding bodies.
· Maintain service quality and meet legal obligations.

5. Lawful Bases for Processing
	Purpose
	Lawful Basis

	Delivery of support and session management
	Contract (Article 6(1)(b))

	Safeguarding and legal reporting duties
	Legal Obligation (Article 6(1)(c))

	Quality, audit, and compliance monitoring
	Legitimate Interests (Article 6(1)(f))

	Processing of health or disability information
	Special Category Data (Article 9(2)(b)) – for education and social protection purposes



6. How We Use and Share Data
Data is used solely for service delivery, administration, and compliance.
Onyx may share relevant data, on a need-to-know basis, with:
· Funding bodies (e.g., Student Finance England / Wales) for payment and audit.
· Universities and colleges for coordination of student support.
· Assessment centres or DSA needs assessors.
· Freelancers delivering your support (bound by Onyx’s confidentiality and data protection agreements).
· Safeguarding or emergency services where there is a serious risk of harm or legal duty to report.
Onyx will never sell, rent, or share personal data for marketing or commercial purposes.

7. Data Retention
Onyx retains student data only for as long as necessary to meet legal, financial, and quality obligations.
	Type of Record
	Retention Period
	Reason / Legal Basis

	Workplans, DSA2 forms, session notes
	2 years after the student’s final session or funding end date
	Operational recordkeeping; allows post-support queries to be resolved

	Timesheets
	6 years
	Financial evidence for DSA audit and HMRC compliance

	Routine correspondence and contact details
	1 year after support ends
	Communication closure and data minimisation

	Safeguarding or incident reports
	As required by law (typically up to 6 years)
	Legal and regulatory compliance

	Anonymised records (statistics, KPIs)
	Indefinite
	Non-personal data retained for quality assurance


After these retention periods, all data is securely deleted or anonymised following the Onyx Student Data Deletion Process (2025).

8. How We Protect Data
· Student data is stored securely on encrypted, password-protected systems.
· Access is strictly limited to authorised personnel.
· Emails containing personal data are marked “Confidential” and transmitted securely.
· Freelancers must store and handle student data according to Onyx’s Freelancer Data Protection & Confidentiality Addendum (DPOF-001).
· Onyx ensures that data transferred to freelancers is deleted from their systems upon completion of support.

9. Your Rights
Under the UK GDPR, students have the right to:
· Access a copy of their personal data held by Onyx.
· Request correction or deletion of inaccurate or unnecessary data.
· Request restriction or object to processing in specific circumstances.
· Withdraw consent for optional sharing (e.g., with auditors).
· Complain to the Information Commissioner’s Office (ICO) if concerns remain unresolved.
Information Commissioner’s Office
Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
www.ico.org.uk

10. Contact Details
Data Protection Officer (DPO): Jane Pickering
Email: datagovernance@onyxstudents.com Telephone: 01604 713103
Postal Address:
Onyx Student Support Ltd
2 Demswell, Brixworth, Northamptonshire, NN6 9BL.

11. Review
This Privacy Notice will be reviewed annually or sooner if legislation, funding, or operational processes change.
Approved by: Angela Sargeant 
Date:  12/11/2025
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